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Interactive Oracle Proofs

An IOP is an IP where the verifier has query access to prover messages.

We focus on public-coin |OPs.

q €[]

>
I1;[gq] € 24

« q €[]

>
I1,[g] € %,

|OPs are essentially equivalent to hash-based succinct arguments:
e |OP + collision-resistant hashing — interactive succinct arguments

e |OP «— succinct arguments based on ideal hashing (i.e. in ROM)



Tool: Interactive Oracle Reductions

An IOR relaxes the notion of an I0OP.

Informally, an IOR from &£ to X' requires:
* (x,w) € X implies (x',w") € £’ (with probability 1)
o x & L(R) implies x' & L(RA’) (except for a small error)



Where dom come from?

Established answer:

1. arithmetize a (well-chosen) NP problem

2. locally test resulting polynomial code

Refined answer:
1. pick a linear code C and a "structurnig operation" op
2. I0R from an NP problem to C * := op(C) with linear constraints

3. IOPP for C * with linear constraints



Linear Codes

A code is a subset C C X7 / , (:
> B

The minimum (relative) distance is

o(C):= min A(cy,0y).

c1,0,€C,c1#C,

An encoding for C is an injective map Encc: D — X% s.t. Enco(D) = C.

A code C C X% is linear if X is an [Flinear space (i.e. T = F for some d).
In this case 6(C) = min A(c, 0).

CEC\{O} A(C, £, 8) ®
° o
The list around f € X7 at distance § € [0,1] is fex’
AC.£.8) :={ceC:Af.c)<c) \5(?
o
The list size is | A(C, )| := max | A(C, £,8)]. ¢

fex? (] o



Relations

A relation is a set of instance-witness pairs

K ={x,w): ...}

The corresponding language is the set of instances

L(R) = {x:dwst (X,w) € A}

The valid withesses for an instance X (if any) are

RIx] = {w: (x,w) € £}
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Part 1;
From NP

To Constrained Codes

Creating Distance



Target: Constrained Code Relation

e Code relation: 7 D]]]:l
_ _ ¢
%sz{(x,w):x_l’w_fez } Encc

dze Dst f=Encq(z)
SLLLTITTT]

e Code relation with [~linear constraints:

C is Flinear

Xx=,1),w=Ffe Xl |
1° “1/1 <—>EZ(%1&H)€P

- dz e F" st
R = 4 (X, W) : <
J = Enc¢(z)
Y i, <vi’ Z> =T message space is D = F"

(Encc: F™* - X0)




Source: Nice NP Relation

Rank-1 Constraint Satisfaction

Rr1cs consists of pairs (x,w) such that
ex = (A,B,C,x)withA,B,C € F*"" and x € F*

-N—n "o" means entry-wise product
ew =we " Vy 2
D - o X X X
[ ) . A . o B . — .
satisfiability condition: < [WD < [WD C [W]
Cx 1 N
ay; ayp ot ary : by bip - by : (C11 €1
| Qyp ** dyp Xn, by by, - by o | [ C21 G2
° ° ° Wl ° . . . w1 - ° °
Am1 9m2 7t Ay | : byi by, - byn : M1 CM2
WN—nx B - WN—nx

A1 <B1 ol /‘\ i41 " 4B,1 2C.1

ZAM iB.M icm ZAM " ZBM ic.m

X1
CI.N .
Co.N Xn,
. W
CM.N .
Wn —n,
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Multilinear Extensions

X
A

The n-variate equality polynomial is . )

X ¢ , Y XY, 1 -X)(1-Y, !
eq, (X ... X YY) = [ v+ = Xxpa - v WV i
1€|n] 0
»Y

{0,1}" F"

Assume number of rows M = 2™ and number of columns N = 2",

The multilinear extension of a matrix U € FMXV s

UX,Y):= ) D, Ulijl-eq,X,i)-eqY.)) .

i€{0,1}"je{0,1}"
X

A
[Fm

Note that U({0,1}", {0,1}") = U. 5 %

{0,1}™ U *
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Satistiability As Multilinear Vanishing

Fix a variable assignment z € FY = F?".

For a matrix U € FM*N = F2"™2" define the m-variate polynomial

0u.X) = ) UX.j)-zljl = (UX, {0,1}",z) .
JE{0,1}"

A

Note that O, (X) = U - z(X).

Claim: (A-2)e(B-2) = C -z ifandonly
04 (X)Op (X) — Q¢ (X) vanishes (everywhere) on {0,1 }"

Claim:
* O(X) vanishes on {0,1}" —» vveF” ¥ _ 0.1y €9, > B) - O(b) =

+ Q(R) does not vanish on {0,117 = Pr [Zb (0.1 €4, (¥ b) - Q(b) = ] < I%

12



Encode then Sumcheck

P(x,w) f:=Encc(z) € F V()

z:=(x,w) e >
v« [F"
<
-« sumcheck reduction for the claim e p=t
;). €q,w.0) - (Qy ()0 (b) — Qc (b)) =0 :
: be{0,1}" :
" ,, heck that
eq,, () - (4 (P)Q5.P) = CcP) = h(p)  aq (wup) - (ah—7)
—h
&= 0y (p) B = 05 (p), 7 = Ocp) )
- > ), =A(p, {0,1}Y)
< o<t vy := B(p, {0,1}")
v := Clp, {0,117
New instance: x' := ((v4, @), (v, £), Ve, ¥), (Vy T,)) : :
New witness: w' := f o O[§] J <e”x:( )
v.ljl = o,
l.e., this claim: 47 € [FNs.t.f := Enc(z) and for nxJS J < ?\;;: !
(Vas2) = a v.[j] :=0
(vg,2) = (Vi 2) = 7, T, = (Vx, XON_n>

(Ver2) =7
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Encode then Sumcheck

p /
Lemma: if x = (A, B, C, )C) ¢ ‘g({%RICS)
then, V P, (v, 7)), f) & FBun
Om+n
except with probability < ( F ) sumeheck
a,p,y

Not enough for local testing of output claim.

O F"

BUT can create distance at a small price in error:
Lemma: if x = (A, B, C, .X) ¢ g(%RICS)

= . lin
then, Voe [0’1] VP’fIS o-far from %C [(Vi’ Ti)i] Useful variant:

(m+ n) e 1 OOD samples on f
e 1 additional constraints

except with probability < | A(C,0) ]| - I
/\ Achieves error

For local testing we want 6 = Q(1) oreven 6 = 1 — o(1). <|A(§’5)|> (%) L Oim+n)

| |
A good code C ensures that | A(C, d) | is small. \ J
14




Takeaway

multilinear
extensions

—sumcheck
protocol

local testing of
(C-encoded message

with linear constraints

Can modify (interactive oracle) reduction to:

» achieve zero knowledge

- achieve holography (preprocess A, B, C matrices or equivalent)
- start from other nice NP relations

15
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Part 2:
Local Testing of
Linear Constraints

Warm Up:
Local Testing
Without Constraints



Interleaved Codes

The K-interleaving of C C X7 is the code C=X C (ZX)? containing all
c € (XY st Ty, ...,cpx € C Vie[l]clil = (i), ..., cklil) € =X

Cl = CQ Zf
c,€CCX

ck €CCX
f C C X% is Flinear then C=X C (ZX)? is Flinear.

f Ence: F™ — X7 is an encoding for C then an encoding for C=X is

Ence=c: FX™ — 37 that splits z € FX" into pieces z;, ..., zx € F"

and then outputs

18



From Interleaved Code to Base Code

feE*)y

Easy: if f & C=X thenf, & C exceptw.p. < 1/]F|
Not enough for our purposes. We need distance preservation.

Goal: if A(f, C=%) > & then A(f,, C) >  except w.p. < e(C, 5)

19



Distance Preservation

Let G: S — [FX be a coefficient 'generator’. (Ex: G: F* — F*is the identity.)

Def: distance preservation for Flinear C C Z¢ with error € requires that

f, ( \
Vi=|:i | eEN AKLCT) 26— Pr |A] ) GOl f.C| < 5| <e(C.0).

S
fe ¢ | i€lK] )

Later we will need a stronger notion of distance perservation.

Def: mutual correlated agreement for [F-linear C C >¢ with error € requires that
- - | IT| > (1-8)¢ '
h A -
vi= |z | ey pr |arcie: 2 COU£l€CI| < o5
f oS 1€E[K]
[ di€[K]:fi|l,&Cl; ]

There are several results on these for various combinations of G and C.

These results are not a focus of this talk.



What Next”?

We can reduce testing an interleaved code to testing its base code.

fe @y

e Can we also reduce linear constraints”

e Fven if so, how to reduce further?

We see now how to fold code+constraints, and then "hop" to another code!

21



Part 2:
Local Testing of
Linear Constraints

Back to
Local Testing
With Constraints



Fold and Hop

Strategy for reducing "problem size" (e.g., encoded message size).

Ii Alphabet sizes of oracles include
N L RN K, <K .
=Ky Zl 1 222, ... so the folding factors

| K, K,, ...should not be too big.
| TORo1q]

* Common settings:

N N o K. =7
L 1 lin o I
o AE—{IORuop [+ s = + K, = O(log N)

i ‘Ki:\/N

| TOR 1]

v
N lin lin N
o % —|10Rhop}>9? = KK

110 Rfold |

N lin N
L A
KKKy [ _l 1ORmop |_> T4 T KKK,
110 Rfold‘

g
We will require that N, K, K, ... are powers of 2. K KKK, | %(ljz—l IOPbasel"{Oal}
23




Interleaved Fold

The interleaved fold of f: [n] — 32" at y € [F'is the function

D, eqb.y) - fW)Ib,c]

be{0,1}

Fold(£,7): [n] — T2 such that
- [

fx) e £ fo) € 27 Fold(f,p)(x) € 2

H —o- O
breakinto> E _@_> D
2k pieces E C |:|
H —@~ O

(0,1} (0,112 x {0,1}% (0,112

Vx € [n]

]06{0,1}’”
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Folding with Encoding and Constraints

The operation Fold "commutes" with code encoding:

Claim: Vy € F, Fold(Enc (), 7) = Enc —x-(Fold(z, 7))

A linear constraint can be rewritten as a sumcheck claim.

Fix Vv, z € F2™

Define the k-variate multiquadratic Q, (X) := (Fold(v, X), Fold(z, X)).

Claim: (v.2) = ) Q,.(b)

be{0,1}*

Proof: Vb € {O,l}zi, Fold(v, b) = 2 eql.(b’, b) - v[b',c] = v|[b, c]
b'e{0,1}

Hence 2 (Fold(v, b), Fold(z, b)) = Z Z Fold(v, b)[c] - Fold(z, b)[c]

be{0,1}* be{0,1}* ce[m]

= ) Zv[bc] ZAb,cl=(v,z). W

be{0,1}X ce[m

25



Folding Code and One Constraint

- ze€F¥mst . v e F2m
‘%szk f = Enc¢(2) fE (l]: ) telF
v v
P \'}

sumcheck reduction for the claim —_. p «— [

]

IOR s D> 0.b)=r z
— be(0,1}¢ —
f = Fold(f, p) € F
[} — h et
QV,Z(p) k(pk) “““““ V, = FOld(V, ,0) = ™
| &
A o S EF o
vie "
v'elF

Lemma: Vo € [0,1]if fis o-far from %lci‘;k[(v, 7)]
then,V P, f'is d-far from 9?1&“[(\/’, )]

except with probability < Z <8mca(szk—f, 5) + | A(CZ27".5)] %)
jElk]
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Handling Multiple Constraints

What if there are multiple constraints (v;, 7;),?

Option 1: parallel sumchecks with shared randomness

Minor changes to prior slide.

Downside: communication grows with number of constraints.

Option 2: batch the linear constraints (immediately prior to folding)

Vielrl:(v;eF" t,elF)

R \
P \'}
I
V= e Vi €F Lemma: V6§ € [0,1]
i = Ziem az € F if fis 5-far from R[(v;, 7;);]
<%lén (V’,*T’) then fis 5-far from B2[(V, 7)]

except with probability < | A(C, 0) | ﬁ

27



The Hop: From One Code to Another

Two codes C; C Zfl and C, C 252.

Two encodings EnCcli F" — Zfl and EnCC21 F" — Zgz . (Same message space.)

GOAL is to hop from C; to (5: gglgll_l IOR}0p |—>%1gzl

(no shrinking the problem size)

Suppose C, is F-linear, i.e., Z, is an F-linear space [F%.

Let G, € F491™ e the generator matrix for Encc,

Each block of d; rows defines a symbol of the encoding:

Def: Vi € [£,] Vj € [d,] let G,[(i, ), - ] € F" be row of G, € F4/>*"
such that (G,[(i, j), - ], z) is the j-th entry of the i-th symbol of Enc¢ (2).

Takeaway: we can express every field element in Encc,(2)
as a linear constraint (v, z) (for suitable v)!

28



Generic Code Switching

f, e X
€ st — Vie[r]
*J1 = Enc¢,(2) v, € "
%lin - Vie|r], <Vi,Z> =T, T, € I
Ci v v
IOIIQ i hEZ) Y
‘ hop‘ f> := Encc,(2) » VieE|[t]:
l *q; < 7]
gplin ca;:=fi(g) € L, =F
€2 - Vj € [d,]:
v, i = GlgpJ)), -1 €F”
.................................... *
Lemma: Vo € [0,1] if f; is o-far from %hn[(vl, T)] Vl E[F,[J] V(i’j%pf (1] x [d}] :
Vij €

)]‘ ---......i T (= |]: al‘[j] c [F

. 0
--------------------------------------------------------------------------------

then, V P, £, is 5-far from 9?1512‘[(\/

1° "1

except with probabillity < |A(C,,8)| - (1 — &)

e ™
Useful variant: Achieves error

e s OOD samples on f, IACLO ((m \ £ (1= 6y
¢ § additional constraints 2 | |
- y 29




Veritier Efficiency

The |OR verifiers that we saw create/transform linear constraints.

Created contraints:

° (lA](p, {0,1}""), z) = 7 for an R1CS matrix U € 2"

e (G[(q,}), - ],2) = 7 for a code generator matrix G € 4>

Transformed contraints:
* ((Vp2) =7); > <Zi0‘i"ia Z) = zi“ﬂi
e (v,z) = 7> (Fold(v,p),z) = 7'

All vectors can be computed in linear time (in the vector size).

|s sublinear verification possible via this approach?

30



Succinct Verification

For "structured" codes Cy, C,, ... one can achieve succinct verification.

Def: A succinct linear form sl of dimension m is an algorithm that
outputs a vector in [ that we denote [sl].

Modification: replace constraints (v, z) = 7 with {[st],z) = 7.
(the verifier input/outputs are pairs of the form (sl, 7))

Interleaved folding is linear: Fold(a;v, + a,v,, p) = a;Fold(v,, p) + a,Fold(v,, p).
And it Is cumulative: Fold(Fold(v, p,), p,) = Fold(v, p||p,).

How does that help? - Can delay batching vectors until the end.
- Efficiency is dictated by total Fold of initial vector.

The total Fold of "nice" codes is efficiently computable. Eg:

Claim: Let RS[F, D, £] be "nice". There is a generator matrix G s.t.

‘succinctly”

Vke[log/]VpeFVqge[/]
Fold(Glq, - 1, p) is computable in time O(Z/2* + k + log | D|).

< code-switchable
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Landscape

Interleaved codes underlie several IOPP constructions:

supported supported soundness
codes constraints regime
Ligero [AHIV17] RS none unique decoding
Brakedown [GLSTw23]  linear multilinear unique decoding
WHIR [ACFY25] RS sumcheck list decoding
Ligerito [NA25] linear sumcheck unique decoding
ZOOK [crwos] linear linear list decoding

Interleaving is also used as a subroutine (e.g., as in Blaze, Bolt).

Other IOPPs rely on tensor product codes: [BCG20], TensorSwitch, [BMMS26].
Earlier IOPPs such as FRI/STIR/Basefold exploit structure of RS codes (& co).

TODAY's lesson: even the modest structure of interleaved codes

vields remarkably efficient (and useful!) IOPPs
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Backup: Out-Of-Domain Sampling

Let C C X7 be a code with encoding Ence: F” — X7,

let G: S - F"besuchthat max Pr [(G(s),v) =0]<e.
veF™\ {0™} 6S

loem
Fg o € Flogm (eqlog((’a b))peio.1110em haS € = |[g}| -
Lemma: V6 € [0,1] Vfe X7,
3¢, € AC, f,5) : )
_ | A(C, )|
Pr |z # 2 A(G(0),2;) = (G(0), 2) < , . €
oS
where z; 1= EncEl(cl),zz = EncEl(cz)

One can use such linear constraints to "trim" lists:

z€ ™ fex!
\/
P 05 v

«—Viel[r(velF"t,elF)

a:.=(G(o),z) € F . V.. =G(o) "
Ti+1 = a & [F

—»-Vie[r+1l:(v;eF", 7, € )
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Building Cryptographic Proofs from Hash Functions

Alessandro Chiesa & Eylon Yogev

Comprehensive and rigorous treatment of SNARGs in the ROM.
PDF (& its source code) licensed under CC BY-SA 4.0.

Part IV

Commitment Schemes
* basic commitment

* Merkle commitment

Part |

What are
Cryptographic Proofs?
Part Il

NARGs Based on SPs
 FS protocol for SPs

f
PartV
SNARGs Based on PCPs
- Kilian protocol
* Micali protocol

Part VII

Practical Considerations
* setting parameters

* Merkle optimizations

- RBR soundness

» special soundness

Part Il

NARGs Based on IPs
 FS protocol for IPs

- "fast" FS protocol for IPs

Part VI

SNARGs Based on IOPs
« iBCS protocol

- BCS protocol

snargsbook.org

37



